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AHHOTALIUA
JlaHHBINA JOKYMEHT COJEPXKHUT pykoBojcTBo omnepatopa PB.IOCKWN.12004-02 34 01 «IIporpammHoe
CPeICTBO KpunTorpaguieckoi 3ammuThl HHGopManuu «kpunronpoainep Avest CSP BEL» (mamnee —
kpunronposaiiaep AVCSPBel). B nokymenrte comepkutcst nHbopManus ¥ IpUBEICHA TOCIEA0BATEIHOCTh
JEeWCTBUI omeparopa MpH yCTAaHOBKE MPOTPAMMHOTO CPEACTBA. A TakKe NPUBEICHBI TEKCTHI COOOIICHHIA,

BbBIIABACMBIX B XO/JI€ YCTAHOBKH, OITMCAHUC UX COACPIKAHUA U COOTBCTCTBYIOIIUX IIGfICTBI/Iﬁ orneparopa.

Wsrorosurenem kpunronpoBaiinepa AVCSPBel sBisercs Genmopycckoe MpeanpusaTHe «3aKpbIToe

akronepHoe o6mecTBo «kKABECT» (3A0 «<ABECT»).

Anpec npeanpusitus: 220116, Pecnyonuka benapyce, r. Munck, np. razersl «l[IpaBnay», 1. 5, mom.

3H., xab. 7,
Ten. 207-92-34, 207-99-74, daxc. 207-91-49.

WuTepuer-ctpanuna: http:// www.avest.by.
DnekTpoHHas nmoura: Welcome@avest.by.

[Tpu oOHapy>KeHHH HEUCIIPABHOCTH MPH KCIUTyaTanuu Kpunronposaiiaepa AVCSPBel, neooxoanmo
HOpeKpaTuTh OSKCIUTyaTaluioo Kpunrtornposaiinepa AVCSPBel u cBs3arbest ¢ MpoOM3BOAMTEIEM MO
BBIILICYKA3aHHBIM TeJIe(hOHaM HIIM 3JIEKTPOHHOM MmouTe.

lapantuitHplii  CpoK, 00s3aTeNbCTBA WM3TOTOBUTENSA, JaTa W3TOTOBIEHUS KPUIITOMpoBaiiaepa
AVCSPBel yka3piBatoTcsi B JIMIICH3MOHHOM JIOTOBOpE TpH MOCTaBke Kpumromposaiinepa AVCSPBel B

COOTBETCTBHH € 3aKOHOAaTenbcTBOM Pecniydnuku benapycs.


mailto:welcome@avest.by
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1. HABHAYEHMUE ITPOI' PAMMBI

B onepaunonnsix cucremax Windows komnanuu Microsoft BO3MOXKHOCTb BBIIOJIHEHUS TPUIIOKEHUAM
BEPXHEr0 YpOBHSA Kpunrorpapuueckux (QyHKOu obecnednBaeTcs CleUUaIbHBIMU IPOrPaMMHBIMU
(mporpaMMHO-anmapaTHBIMA) MOAYJISIMH — T.H. «IIOCTaBIIMKaMHu Kpuntorpaduueckux ycmyr» (CSP —
Cryptographic Service Provider) unu «kpuntomnpoBaiiaepamm.

[Tomumo kpunronposaiinepos kommanuu Microsoft, ycranosnenusix B OC Windows 1mo ymordaHuio,
UMeeTCsl BO3MOXHOCTh MHTErpupoBaTh B JaHHy0 OC KpunTompoBaiaepbl CTOPOHHUX pa3padOTYMKOB, B
YaCTHOCTH, C IEJNbI0 HCIOJIB30BaHUsI KpuUnTorpadpuyeckux anroputmoB coriacHo THIIA PecmyGmuku
benapyce.

Jlis oCylIecTBICHHUS YHUBEPCAIbHOCTH JOCTYNa MPWIOKEHUH K KpUNTOrpadUyecKux cepBHCaM U
HE3aBUCHMOCTH BbI30Ba KpUNTOrpaduyeckux pyHKUUN OT peaau3alii KpUNTOrpapuyecKux aJropuTMOB U
ux turnoB, OC Windows comepHUT OTKPBITHIC CTaHIAPTU3MPOBAHHBIC KpunTorpaduueckue MHTEPDEHCH:
Microsoft Cryptographic Application Programming Interface (CryptoAPI) Bepcuit 1.0 u 2.0 u Microsoft
Crypto API COM (CAPICOM).

Beieyka3annple MHTEp(ENChl UCTIONIB3YIOTCS TAKUMH CTaHJApTHBIMU MpuUioxkeHusaMu Microsoft, kak
Internet Explorer, Outlook Express, Outlook, Internet Information Services u ap.

KpunronpoBaiinep, mnpeaocTaBiIsONMi NporpaMMHOMY OOECIEYEHHMIO MNPHUKIATHOTO  YPOBHS
kpunrorpaduueckue cepBuckl 1o uHTepdeiicam CryptoAPI 1.0, 2.0 u CAPICOM obecneunBaer
BBINOJIHEHHUE CIIETYIOLINX OCHOBHBIX KJIAacCOB 0a30BBIX (DYHKIIHUIL:

— @DyHKIUY yNpaBiIeHUs KPUNTONPOBAHAEpaMU U KOHTEKCTAMH KPUIITOIIPOBANIEPOB;

— @OyHKIUU cOo3[aHUsl, KOH(OUTYPUPOBAHUS, YHUUTOXKEHUS KPUNTOrpapUuecKux KIIOueH, a TaKxke

oOMeHa KITF0YaMH,

— O@yHKIUU, peanusyollue omnepauuu 3amu@poBaHus, pacliMPpPOBaHHUS U BBIUMCICHUS

MMUTOBCTABKH C MCIIOJIb30BAHUEM CUMMETPUYHBIX KIHOYEH;
— OyHKIUU, HCMOJNb3yeMble ISl BBIYUCICHUS 3HAYEHUH XdHI-QYHKIMHA, a Takxke BBIPAaOOTKH U
MPOBEPKH LU(PPOBOI MOAMUCH COOOLICHUH.

Kpome storo, kpumnromnpoBaiiiep ¢ Moaaep>KKON BbIlIEyKa3aHHBIX KpUOTOrpaduyeckux UHTepdeiicoB
MPEOCTABIAET NPUKIATHOMY YPOBHIO BO3MOXKHOCTH pabOThl C  (QYHKIUSIMH, peATU3YIOUUMU
«uHPpacTpykTypy OTKpHIThIX Kitodei» (MOK) umu Public Key Infrastructure (PKI): ynpaBnenune u pabora ¢

ceprudukaramu ¢opmara X.509, cnuckamMu M XpaHWIMILAMH CepTU(HUKATOB, paboTa € OTKPHITHIMU
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KII0YaMd M MX HIeHTH(UKaTopamu, paboTa ¢ Kpuntorpapuueckumu coodbmenusmu popmara PKCSH7,
pabora ¢ pynkusamu mudposanus u DI, u np.

PeanuzoBannbie B kpunromnpoBaiizepe AvCSPBel kpunrtorpadudeckue ajaropuTMbl JOCTYITHBI
npukinagHomy IIO mo wuHTepdeiicam CryptoAPI 1.0, 2.0 m CAPICOM B COOTBETCTBHHM C UX
cneunpukanusamMu komnanud Microsoft. IIpu 3TOM HCHONB3yIOTCS KpuUnTOrpadUuecKue aaropuTMbl H
MPOTOKOJIBI B COOTBETCTBUU C TEXHHUYECKUMH HOPMATUBHBIMU NPABOBbIMH akTamu PecryOnuku benapycs B
obnactu KpunTorpauueckoi 3anuThl HHPOPMAIIIH:

1) TOCT 28147-89 «Cucrembl 06paboTku uHGOpManuu. 3ammra Kpunrorpapudeckas. AJITOPUTM
KpunTorpadguueckoro npeodpazoBaHus»;

2) CTb 1176.1-99 «Uudopmanuonnas TexHomorus. 3amura wuHbopMmaruu. DyHKIUS
X3UIUPOBAHUS,;

3) CTb 1176.2-99 «MubopmannoHHast TEXHOJIOTHs. 3amuTa nHpopmMarmu. [Iporeaypsl BBIpabOTKH
Y TIPOBEPKU 3JIEKTPOHHOM HUPPOBOI MOAIHUCHY;

4) CTb 34.101.18-2009 «Mudopmarmonssie TexHOJOTHH. CHHTaKCHC OOMEHA IepPCOHATbLHON
uHpopmanuein» ¢ yaerom ucrnonp3oanusi THITA PB;

5 CTb 34.101.31-2011 «MudopmanonHbie TEXHOJIOTHUH. 3amura uH(pOpMaLIUH.
Kpunrorpaduueckue anroputMsl b poBaHUS U KOHTPOJIS LETOCTHOCTHY;

6) CTBb 34.101.45-2013 «MHpopMalMOHHBIE TEXHOJOTHH M  0€30MacHOCTh.  AJITOPUTMBI
AJIEKTPOHHOHN I(PPOBOH MOANMCH HA OCHOBE IUTUIITUIECKUX KPUBBIX);

7) CTb 34.101.47-2012 «MudopmarroHHble TeXHONOTHH U Oe3omacHOCTh. Kpunrorpaduueckue
aJITOPUTMBI T€HEPALIUU TICEBJOCTYYalHBIX YUCEN»;

8 CTBb II 34.101.50-2012 «WupopmaivioHHble TEXHOJOTMH W 0e30MacHOCTh. [lpaBuia
perucrpanyy 00beKTOB HH(POPMALIMOHHBIX TEXHOIOTHIIM;

9) [Tpoext PyxoBogmsmiero nokymenta PecnyOnuku benapych «baHKOBCKHE TEXHOJOTHH.

[TpoTokonbl popMUpoOBaHUs OOIIETO KITFOUa»

Kpunronpogaiimep AvCSPBel mnpemocrasisier mOpuKIagHOMY POrPAMMHOMY — OOECIIEYEHHUIO
CIIeyIOIUK HabOp MEXaHU3MOB U MPOIIEYp 3alIUThl aKTUBOB UH(GOPMAITMOHHBIX CUCTEM:

— Tenepanus kpunrorpadgudeckux kaouen mudppoanus u DI u ynpaBnenrne qaHHBIME KITFOUYaMU B
TEUYEHUE BCETO UX )KU3HEHHOTO LIMKJIA;

— T'enepanus nceBaOCTyYalHBIX JAHHBIX;
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CummerpuuHoe mudpoBaHUe JaHHbIX;

Brraucnenue 3HaueHUs X3Hl-(1)YHKI_[I/II/I OT JaHHBbIX,

Bripabotka/mpoBepka 1T,

— BpipaboTka 00IIero CeKpeTHOro KIova JUlsl Ipouenyp ayreHTHU(UKauuu U mu@poBaHus TaHHBIX
110 aCUMMETPUYHOMN CXEME;

— XpaHeHue KpUNTOrpaUYecKuX KIOYeH M JAPYIHMX KPUTHUHBIX IapaMeTpoB Ha OTUYKIAeMbIX
HocUTeINsAX KitoueBor nHpopmarmn (ganee, HKHW) B 3ammdpoBanHOM BHIE.

IIpu pa3BepThIBaHUM HHQPACTPYKTYPHI OTKPBITHIX KIIOYEH C HCHOJIb30BAHWEM KpUITOIpOBaiinepa

AvVCSPBel o6ecrieunBaercs:

[Tonnepkka cepTu(pUKaTOB U COUCKOB OTO3BaHHBIX cepTudukaroB popmara X.509;

[Topnepskka 3arpocoB Ha M3/1aHUE CePTU(UKATOB OTKPHITHIX Kiroueit popmara PKCS#10;

[Mognepsxka kpunrorpaduueckux cooduiennii popmara PKCSH7,

— 3ammra MHTEpHET-cOenMHCHNT MeK Ty Web-cepBepoM u KimeHTOM 10 TipoTokoiny TLS (Transport
Layer Security) ¢ HCIOJIB30BaHHEM ayTCHTU(HKALUK CTOPOH M ImudpoBanus maaHHbix (SSP — Security
Support Provider);

— IMomnepxkka crangapra S/MIME  (Secure/Multipurpose Internet  Mail Extensions) s

KpUNTOTrpapUUeCKON 3alIUThl HIEKTPOHHON MOYTHI.

INCK3U1 «Kpunromposaiinep Avest CSP Bel» Bxitouaer kommnoneHTsl «Avest CSP Bel» u «Avest CSP
Bel Proy», perucrpupyrommecs B CryptoAPI kak Cryptographic Service Provider tumos 422 u 423
COOTBETCTBEHHO. OTIMYMEM MOBEJIEHHUs KpPUITONPOBAIEpOB YyKa3aHHBIX THUIIOB SBISIETCS CIIOCO0
Berauciienust DI cormacao CTB 1176.2-99 — 6e3 ucnonb30BaHus AONOTHUTEIBHOTO XAIIMPOBAHUS (THIT
422) u ¢ ucrionb3oBanuem (tur 423).

Hcnonb3oBanue Bo3MoXkHOCTEH 422 win 423 TUNa KpUITONPOBaiiepa Npo3pavyHo i MOJIb30BaTeNs U
orpeieNigeTcsi MOTPeOHOCThIO MPUKIAJAHOTO NPOTPAMMHOIO OOECHeueHusi B MCIOJIb30BaHUU CEPBHUCOB

kpunrornpoaiinepa AvCSPBel.


http://ru.wikipedia.org/wiki/MIME
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2. YCJIOBUA BBIIIOJIHEHMA ITPOI'PAMMBI

2.1. Kpunronpogaiinep AvCSPBel npennasnaden s pabotsl Ha [IDBM (3BM), byHKIIMOHUpYFOIIIEH

noJ1 ynpasieHueM ogHoi u3 caenyomux OC MS Windows:

— Windows 2003 Server (x32, x64) SP2;

— Windows XP SP3 (x32);

— Windows XP SP2 (x64);

—  Windows 7 (x32, x64);

— Windows 8 (x32, x64);

— Windows 8.1 (x32, x64);

— Windows 2008 R1 Server (x32, x64);

— Windows 2008 R2 Server (x64);

— Windows 2012 Server (x64);

—  Windows 2012 R2 Server (x64);

— Windows 10 (build 10240, 10586, 14393, 15063) (x32, x64).

BHUMAHME! ]l;1s KoppeKTHOW pabOoThl KpUNITONPOBaIepa Ha oneparmoHHbIX cucteMax Windows
XP, Windows Server 2003 HeoOXoauMO Iepe] YCTaHOBKOW NPOTPaMMHOIO OOECHeUYeHHUs] YCTaHOBHTH
obnorieane KB2836198, coorBercTBytomIce pa3psaHOCTH | 361Ky OC.

BHUMAHME! Ha BpeMs yCTaHOBKM aHTUBHPYCHOE NpOrpaMMHOE oOecrieyeHue (B TOM 4HCIie
BctpoeHHoe B OC, nampumep, Windows Defender) pekomenayercs OTKiI04aTh, T.K. HEKOTOpBIE
aHTHBUPYCHBIE TMPOTPaMMbl MOTYT CO3/1aBaTh MPEMATCTBUE 3amucH 3HaueHud B peectp Windows u
YCTaHOBKE KOMIIOHEHTOB IIPOrPAMM B CHCTEMHBIE MANKU. ECIM OTKIIFOUEHNE aHTUBUPYCHOI'O IIPOIPaMMHOIO
oOecrieueHrss HE TMPHUBOJUT K KEITAEMOMY pPe3yJbTaTy, HEOOXOIUMO J100aBUTh MHCTAJUISIIMOHHBINA (ailn B

HCKIIIOYCHHUA aHTHUBUpYCA.

2.2. Kpunromnposaiinep AVCSPBel npennasHauen mns paborer Ha [I9BM (OBM), wumetornieit
CIIEAYIONINE MUHUMATbHBIC TEXHIYECKHE XaPaKTEePUCTHKH
— mnpoueccop 486DX ¢ TakTOBOM 4acToTOM - HE MeHee 66 MI'11;
— o0wem O3Y - He meHee 16 MoaiiT;
— DOKeCTKMH JaMcK, coxepxamuii He MeHee 195 MoOaiit cBOOOAHOTO MPOCTpAHCTBA JUIS

ctanaapTHoi ycranoBku OC;
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— MoHUTOD ¢ nogyepx ko VGA nmu 6ojiee BRICOKOTO pa3peiieHus;
—  MaHUMIYJSATOP «MBIIIb» Microsoft Uil COBMECTUMOE YKa3hIBAIOIIEE YCTPOHCTRO.
Jlns ucnonb3oBanus kpunronposaiinepa AvCSPBel ¢ dynkiusamu Microsoft CryptoAPI 1.0, 2.0 u

CAPICOM Ttpebyercs Hanmuuue ycraHoBieHHOTO Microsoft Internet Explorer Bepcuu 6.0 u BbIIIIE.

BHUMAHMUME! Bo wu3bexanue O0€3BO3BpATHOrO MOBPEKIACHHS ITaHHBIX Toib3oBatenss Ha HKU
(munbix kmoued DIII m 1.1m.) mepen mepesarpy3koil KommbioTepa (cepBepa) HEOOXOIMMO KOPPEKTHO
3aBEPIIUTh PabOTy MporpamMMmHoro oodecnedeHus, ucnoibdyromero HKU, u uspneurs HKM u3 USB-nopra
KOMITbIOTEpa (cepBepa).

2.3. B xauecTBe oTUyXIaeMOro Hocurels KiroueBor mHGopmanmu (manee — HKHW) kpunronposaiinep
AvVCSPBel nognepxuBaeT cieayroIne THITI YCTPOHCTB:

— AvToken (B HECKOJIBKUX PEKUMAX, CM. Jlajee);
— AvPass;

— iButton;

- iKey;

— eToken;

— ruToken;

— cmapr-kapta Ac0S3,;

— OeckonraktHas kapta MIFARE Std Card 4K.

IIpumeyanus:
1. Ucnonb3yembie HKM nomxusl ObiTh 3apeructpupoBansl y 3A0 «ABECT» cornmacHo mpouenype,
ONMCAHHOW B IAaHHOM JJOKYMEHTE.
2. Ilns koppekTHOU paboTsl kpunromposaiiiepa AvCSPBel ¢ HKHU, HeoOXxoauMo 10 yCTaHOBKU Ha
[I5BM (3BM) kpunronposaiinepa AvCSPBel, ycranoButh apaiiepst mis atux HKU (uckmrouenune —
AvToken, AvPass u iButton). Heooxoaumsie npaiiBepa HKH, a Taxke HHCTPYKIIMU TT0 HX YCTaHOBKE MOKHO

HaWlTH Ha caiTax npousBoauTenen nanubix HKH.

2.4. I[J'ISI pa6OTLI HOCHUTEIEH U COXPAHCHUSA JIMIHBIX KJII0ueH Ha HUX, ITPEABAPUTCIILHO, 10 YCTaHOBKU

KPHIITOIIPOBaiiiepa, HY’)KHO YCTAHOBHTH JIpaliBEphI JJIsl 9THX YCTPOUCTB, Kpome AvToken, AvPass u iButton:
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1) Jlns Toro 4uroObl yCTaHOBUTH ApaiiBep K Hocutento Rainbow iKey 1000 HyXHO ¢ JaucKa €
aucTpuOyTuBoM 3amyctuTh (aitn iKeyDrvr.exe, koTopeii Haxoxutcs B manke iKey-1000\iKey-driver-
3.4.4.103 u nanee ciaegoBaTh MHCTPYKIKUH MPOrpaMMBbl YCTaHOBKH.

2) Jlnst Toro 4roObl yCTaHOBUTH jpaiiBep K HocuTearo RuToken HyXHO ¢ aucKa ¢ AUCTPHOYTHBOM
3anycTuTh (Qaitn SetupDrv.exe xoropwiii Haxoautcs B mamke ruToken\driversl.20. 18.11.2004 u nanee
CJIeZI0BAaTh MHCTPYKIIMH ITPOrPaAaMMbI YCTAaHOBKH.

3) s 3amycka yCTaHOBKHM jpaiiBepa k Hocutemto eToken y Bac 1oipkeH ObITh ycTaHOBJIIeH MS
Installer Bepcun He Hmxe 2.0. Ero Tak k€ MOXHO HAWTH Ha JUCKE C JUCTPUOYTUBOM B TMarke
Windowslnstaller\2.0 u manee 3amyctuth ¢aitn instmsiW.exe W clemoBaTh HHCTPYKIMH POTPaMMBbI
YCTQHOBKH.

4) Jlns Toro, 4roObl YCTaHOBHTH JpaiiBep K Hocureno eToken HYXHO C JHUCKAa C JUCTPUOYTHBOM
3anmycTuTh (aiin rte 3.51.17.msi, kotopbiii Haxogutcs B manke eToken\redistribution u manee ciemoBath
WHCTPYKLUHU IPOTPaMMBbl YCTAHOBKH.

5) Jlnst Toro, 4toObl ycTaHOBUTH JpaiiBep kK Hocutento MIFARE HyxHO ¢ Jucka ¢ JUCTpUOYTHBOM
sanyctuth (aitn FTDIUNIN.EXE xortopeiii Haxomutcs B mamke Drivers\FTDI\ u nanee cnemoBath
WHCTPYKIUHU IPOrPaMMBbl YCTAHOBKH.

6) st Toro, 4ytoObl ycTaHOBHTH jpaiiBep K Hocuteato ACOS3 HYKHO C JAHMCKA C AUCTPUOYTHBOM
3anmycTuTh Qaitn AVACOS Setup.exe koropsiit Haxoautes B manke AVACOSDLL\Output\ u nanee ciemoBath
WHCTPYKIIMU TPOTPAMMBI YCTaHOBKH.

IIpumeyanus:

1. Kpunronpoaiinep AvCSPBel, naunnas ¢ Bepcuu 5.0 nomnepxkuBaer pabory ¢ HKM AvToken B
pexxume Strong, obecrieYrBarOIIUM MOBBIIIEHHBIE MEPHI O€30MAaCHOCTH TPU XpaHEHHH KPUITOKOHTEWHEpa
Ha HKU.

2. JIaHHBIN peXHUM JOCTYIEH MPH YCTaHOBKE KPUIITOIIPOBaiiiepa U BbIOOpE M3 0TOOpaxaeMoro Crucka
nojaepxuBaemMbix Hocuteneir HKU «Avest Token strong» (AvToken strong).

3. llpu wucnonszoBanun HKUW AvToken strong kpunrtompoaiigep AvCSPBel o6ecneunBaer
yHHUTOXKEeHUEe KpuntokoHTeiHepa Ha HKU mocnme 7 (cemu) mombITOK BBOAA HEMPAaBUIBHOTO Mapoisl Ha
JOCTYH K KPUIITOKOHTEHHEPY.

4. Kpunronpoaiinep AvCSPBel, nomgnepxuBaer padory ¢ HKW AvToken B pexume remote,

o0ecrnieunBaOIIUM B3auMo/eiicTsue kpunronposaiinepa ¢ HKU, noaxntouennsim k apyroii [I9BM.
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5. JlaHHBI peXHM JOCTYIIEH NpH YCTAaHOBKE KPHIITONpOBaiiepa M BbIOOpe M3 0TOOpa)kaeMoro

criircka noaepkuBaembix Hocutesneir HKU «Avest Token (remote)» (AvToken Remote).

6. AvToken Remote ucromb3yercs, €Clid HET BO3MOKHOCTH paborath ¢ AvCSPBel nenocpeacTBenHo
Ha [IDBM wu cymecTByeT BO3MOXXHOCTh TMOAKIIOUCHHS K yJAIEHHOMY pado4YeMy CTONy C TIOMOIIbIO

crangaptHbix cpeacts OC Windows.

7. Pabora ¢ AvToken Remote goctymnHa npu HaTu4uu:
— Ha paboyeM MecCTe oOmepaTtopa — YCTAaHOBJICHHOTO M HACTPOCHHOTO KpPUITOIpOBaiepa

AvVCSPBel ¢ mognepxkoit AvToken Remote;

— Ha yJaJeHHOM pabodeM croiie — ycraHoBieHHoro [10 AvToken Server (mocraBisieTcs OTIEIbHO

0 COTJIACOBAHUIO C TIOTpeduTeNsIMK) U oKIItoYeHHoro AvToken.

8. Pabora c¢ Hocutenem AvToken B pexume remote oCymiecTBISETCS C HCIOJb30BAHUEM
He3amumEHHOro Kanaaa cesi3u (ceru Ethernet), mostomy mcnosb3oBanre HKU B 3TOM pexuMe TOKHO
OCYIIIECTBISTHCS c COOJIIOICHUEM OpPTraHU3aIMOHHO-TEXHUIECKIX Mep, MPETSTCTBYIOIINX
HECaHKIIMOHUPOBAHHOMY JIOCTYIy K KaHAIy CBSI3HM, UCHOJB3YIOIIMMCS I oOMeHa naHHbiMEH ¢ AvToken

Remote.

9. Pabora omeparopa AVCSPBel c¢ ycrpoiictBom AvPass ananormuHa paboTe ¢ YCTPOWCTBOM
AvToken. Jlanee mo Tekcty gokyMmeHTa moj obOo3HaueHueM AvToken cienyer moHMMarh yCTpoHCTBa

AvToken u AvPass.

10. Pabora B 64 paspsaHom AVCSPBel Bo3moxna Tonpko ¢ ycrpoiictBamu AvToken u AvPass. C

OCTaJIbHBIMU TUIIAMH HOCHTEICH MOKHO paboTaTh TOJBKO B 32 paspsanom AVCSPBel.

3. YCTAHOBKA U BBIITIOJIHEHUE ITPOI' PAMMBI

3.1. YcranoBka kpunromnpoBaiiiepa Avest CSP Bel

B 3aBucuMOCTH OT OMTHOCTH OIEPalMOHHOW cHUCTeMbl kpunrompoBaiinep Avest CSP Bel mocne

YCTaHOBKHU 6yI[CT BBITJISIICTH II0-Pa3HOMY.

- B 32-pa3psAHBIX OINEPAMOHHBIX CHCTeMax OyAeT YyCTAaHOBICH OJWH 32-pa3psaHbIi
kpunronpoaiigep Avest CSP Bel B nupekroputo o ymomuanuto «\Program Files\Avest\ Avest CSP Bel» (B

CJIydac €CJIM yCTAaHOBOYHAA JUPCKTOPUA HE ObliIa K3MEHCHA Ha JTare }/CTaHOBKI/I);
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- B 64-pa3psaHbIX ONEepaIOHHBIX CUCTeMax OyleT yCTaHOBJICHO JiBa Kpunromnposaiinepa Avest CSP
Bel, onun 32-pa3psanblii B aupekropuio mo ymondanuio «\Program Files(x86)\Avest\ Avest CSP Bel» u eme

OJIuH 64-pa3psAaHbIi B qupekTopuu Mo ymomyanuio «\Program Files\Avest\ Avest CSP Bel»

JlelicTBUA MO YCTaHOBKE KPUIITOIIPOBaiepa:
1) 3Bamyctutsh ¢ nuctpubyTHBa porpammy «SetupAvCSPBel6.2.0.7xx.exex;
2) B mepBoM OKHE MacTepa yCTAaHOBKH COJCPIKUTCS OIHMCAHHE YCTAHABIMBAEMOTO IMPOAYKTa, IS

Hayajla YyCTAaHOBKHU MPOrPaMMbl Ha KOMITBIOTEp HAXMHUTE KHOTIKY «Jlanee» (cm. Puc. 1).

-,

[ ﬁ' ¥cranoeka — Avest CSP Bel I. = | |£h

Bac npuBercrByer Macrep
ycraHoBku Avest CSP Bel

MporpaMMa yoTaHoBWT Avest CSP Bel va.1.0.723 Ha Baw
KOMOEKTER,

PEKOMEHAYETCA 38KPBITE BOE NPOYME NPMNOHEHWA NEPEL
TEM, KK Npoa0mHHTE.

HammuTe «flanee:, YTobkl NPOAOTHMTE, UMK “0THEHE*,
yToDEI BEIMTH M3 NPOrPEMME! YCTaHOBHM,

[ lanee = ] | OTmeHa |

Pucynok 1 — 3acraBka MacTepa ycTaHOBKHM KpUIITOIpOBaiiiepa

ITouTn Bce OKHA MpOrpaMMbl YCTaHOBKHM UMEIOT 3 kKHonku: «<Hazany, «/lanee>», «OTMeHa».
HaxaTtue Ha kHONIKY «<Ha3an» nmpuBOAUT K BO3BpaTy K NPEABIAYIIEMY OKHY IPOIPaMMBbI YCTAaHOBKH.
HaxaTtue Ha KHOIIKY «/laimee>» mo3BoseT NEPEUTH K CIENYIOIEMY OKHY IPOIPaMMbl YCTAHOBKHU.

Haxxatue Ha KHOIIKY «OTMeHay MNPUBCACT K BBIXOAY U3 IPOTrpaMMbl YCTAHOBKH.
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3) Iocne naxxaTus Ha KHONKY «/lanee» OyneT mpuBeieHa CTPAaHUIIA C JIMIIEH3MOHHBIM COTJIAIICHUEM,
YCIIOBHSI KOTOPOTO HAJ0 M3YYUTh U, B CIy4ae COTJIACUs C JUIEH3UOHHBIM COTJIAIlICHHEM, Ha)XaTh HA KHOIKY
«Jlanee» a7 IPOJOIHKEHUS! YCTAHOBKHU.

Ecnu Bl He coryacHbl ¢ YCIOBUSMM, yKa3aHHBIMHM B JIMLIEH3MOHHOM COIJIALIEHWH, TO HAXMUTE Ha
KHOTIKY «OTMeHa» JJIsl BBIXOA U3 IPOTPaMMbl YCTAaHOBKH.

4) Tlo ymoiuyaHHMI0 YCTaHOBKAa Nporpammbl npousBogutcs B karaimor «\Program Files(x86)\Avest\
Avest CSP Bel» na cuctemHoM jamcke i 32-pa3psIHOTO KpUNITONpoOBaiinepa, U B kartaior «\Program
Files\Avest\ Avest CSP Bel» mis 64-paspsaHoro kpumrtornpoBaiiepa (YCTaHOBKa OJHOTO HIM ABYX
KPUNTONPOBaiIepoB 3aBUCUT OT paszpsaHocTu OC, Ha KOTOpoil OyJeT ycTaHaBIMBATHCS KPUIITOIIpOBaiiiep
Avest CSP Bel).

5) CreayromuMm 1arom siBjsietTcsi BLIOOp nanku B MeHi0 «Ilyck», B KOTOpoi OyayT CO3/1aHbl SPIIBIKK

OBICTPOTO 3aIycKa MPOrpaMMmBbl.

Ha3panme manku Bbel MoxeTe ykaszaTh Kak BpYYHYIO, Tak W Tpu momomu KHomku «O0630p». Ilo

yMoOJT4aHuto OyzeT co3nana namnka «Asect» (Cm. Puc.2).

ﬁ%‘ ¥ecranoeka — Avest C5P Bel

BoibepuTe nanky B MeHiD «Iyck:
[Ae NporpaMma yCTaHoBKK A0MKHE COSAaTh ApNLIKK?

S h MporpaMMa cozaacT ApNbIKKM B CNEAYHOWER Nanke MeHD < Ty,

Hammure =flanees, yTobbl Npoaom#MTe. Ecni Bel xoTuTe BRIBPaTE APYTryHD NaMKY,
HaHMMTE «0030p:,

BT ] Chzop...

< Hazan ” Oanee = ] | OTMeHa

Pucynok 2 - Beibop nanku uist co31aHust sipiabIkoB B MeHIO «ITyck»
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6) Ha crnemyromieii crpaHuile Mactepa yCTAaHOBKHM IpEIUIaraeTcs BbIOpPATh THIT HOCHUTENS, KOTOPBIA
OyZeT HUCIONb30BaThCs JISl XpAaHEHUS JIMYHBIX KIIH0Yel 1mo ymonuaHuio (DTO 03HAYaeT, YTO MPH CO3/IaHUU

JMYHOTO KJIFOYa IEPBLIM OyIeT mpeutokeH 3ToT HocuTelns) (Cum. Puc. 3).

UroObl HCIIONB30BaTh HECKOJIBKO HOCUTENEH, HYXHO BKIIOYHTH COOTBETCTBYIOIIYIO —OIILHIO.
BxitoueHHbIi  ¢uaxkok Ha JF000M U3 HOCHTENEH B CIMCKE O3HAYAeT, YTO YKa3aHHBIH HOCHUTENb WU
HECKOJIbKO HOCHTeJel OyIyT KCIOJIb30BAaThCA Ui XPaHEHUS JIMYHBIX KIIIOUEH MOJIb30BaTelNsd, C KOTOPHIM
M0JIb30BaTEIb CMOXKET paboTaTh B MPOrPAMMHOM O00ECIICUECHHUU.

Tak ke MOXXHO HaXaTh Ha KHONKY «OTMeTuTh Bce», M mpu padore ¢ I1O, momp3oBaTens CMOXKET
HCII0JIH30BaTh JI000M THIT HOCUTEIS, TIOIIEPKUBAEMBIN IaHHBIM KPUIITOIIPOBAMIEPOM.

Wnu naxaTth KHONKY «CHSTh OTMETKY CO BCEX», TOrJa OyIeT HMCIIOJIb30BaThCsl OJIMH HOCHUTENb, KOTOPBIN

BBICTABJICH 11O YMOJYAaHUIO.

Ipumeuanue: PaGora B 64-paspsaHom kpunrompoBaiinepe Avest CSP Bel Bo3amoxHa TONBKO C
yerpoiictBamu AvToken u AvPass. C ocTalibHBIMH THIIAMH HOCHUTEJIECH MOXKHO paboTaTh TOJIBKO B 32-

paspsaaom Avest CSP Bel.
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@ ¥cranoeka — Avest CSP Bel

Boibop nCcnonb3yeMbiX HOCHTENeH

EbIﬁEDMTE, I'IEIP‘KEJ'I'!.I'ﬁL_I'ﬂ, THNEI NOAAEMHHMEIEMBIX HOCMTENENA, 8 TakK #e
HOCUTENE, HD'II:IJ'Ib3'5I'EHbIlT1 no YMoN4aHMD

HooMTENb NO YMOMHEHKED

[iﬁ.'uest AvToken P ]

D Mnonbs0BaTe HECKOMBKD HOCUTENEN:

Avest AvToken

Avest AvPass E
Avest AvToken (remote) bl
Avest AvToken strong

MIFARE Std Card 4K

ACOS3 Smart Card 7

OTMETHT

< Hazan ][ lanee = ] [ OTmena

Pucynok 3 - Bbibop HOcuTENs JIMYHBIX KIIOUEH 110 YMOJIYaHUIO.

7) Temepp BCE TOTOBO ISl YCTAHOBKH IIPOTPaMMBI Ha KOMITBIOTED, O Y€M COOOIIAET CIIeTyIoIIee OKHO
MacTepa ycTaHOBKH. B HeM oTpaxeHa MH(}oOpMaIus o Mociael0oBaTelbHOCTH JEHCTBUI MOJIb30BATENs MPU
yCTaHOBKE KpumTompoBaiiiepa (omnucaHHbix Beime), (Cm. Puc. 4). Ecium mnonp3oBarens coriaceH c

YKa3aHHBIMU B IAHHOM OKHE ITapaME€TpaMu, TO HAJO HAXKATh KHOIIKY «Y CTaHOBHUTHY.
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ﬁ%‘ Yetanoeka — Avest C5P Bel

BCE roToBO K YCTaHOBHE

MporpaMMa YCTEHOBKKM roTOBa Ha4aTe YCTaHoBkY Avest CSP Bel Ha Baw
KOMOBKOTER,

HawMuTe «YCTaHOBMTE*, YToDbI NMPOAOTHMTE, MK «Ha3an*, ecni Bel XOTHTE
MPOCMOTPETE MK M3MEHMTE OMUMK YCTaHOBKH,

HMcnonb3yemeIe HOCUTEM: -
Avest AvToken

Manka yCTaHoBM:
C:\Program Files\Avestidvest CSP Bel

Manka B MeHw JTyos:
Apect

< Hazan | VCTEHOBMTE | | OTMeHa

Pucynok 4 - YctaHoBKa KpUNTONPOBaiiepa Ha KOMITbIOTED

[Tocne sTtoro OymeT mpousBeeHa paclakoBKa, KOMHpOBaHMWE (ailioB W peructpaius OMOJIMOTEK Ha
KOMIIBIOTEPE.

8) Jlamee HeoOXOaMMa PErHCTpAIlMs KPUITOMPOBaiiepa, Uil 3TOr0 HY)KHO HEKOTOPOE KOJIUYECTBO
CIIy4aliHbIX JaHHBIX, HEOOXOJUMO MOJABUTaTh MBIIIBIO B MpEeiax CIEAYIOIIero nosiBuBiierocs okua. (Cwm.
Puc. 5) .

IIpumeuanue. [Ipy NOBTOPHOM MHCTAIISALUYU TaHHOE OKHO MOSABIATHCS HE OyIeT.
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-

ﬁ'_::ﬁ Yc1anoeka — Avest CSP Bel = |

YCTaHOBKA...

MoanyicTa, NoooHanTe, NoKa Avest CSP Bel ycTaHoBWTCA Ha Baw
KOMMEKTER,

SaBEPLIEHME YCTAHOBHM. . .
p

% Avest CSP Bel Pro =

Avest CSP 1pefyeTcR HEKOTOPOE KONMMYECTED CNYYSAHBD
AaHHED. MNoxanyicTa, NogerMraiTe MelWER B Npeaenax
ATOMD OKHE, NOKE MHAWKETOD HE SaN0NHATCA.

péT chop chnyYaliHen OAHHBD. .

Pucynok 5 - COop ciy4yailHbIX TaHHBIX JJIs PETUCTpAllMs KPUITOIIPOBaiiiepa

Ha »TOM MacTep yCTaHOBKM KpHIITONPOBaiifiepa 3aKOHYMT CBOIO PabOTy, O 4eM cooOIaercs B

nocieanem okHe (Cm. Puc. 6).
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ﬁ%‘ Yetanoeka — Avest C5P Bel E = | &3

JaBepuieHne Macrepa yCTaHOBKH
Avest CSP Bel

MporpamMa Avest CSP Bel yoTaHoBneHa Ha Balw KoMneoTEp.
MPUACHEHHE MOXKHO 3EMNYCTHTE C NOMOLLBHD
COOTEETCTBYHOWEND 3HaYKa,

HamuTe «3aBepluiMThs:, YTobbl BEIFTK M3 NporpaMMel
YCTEHOBKM,

Pucynok 6 - 3aBepieHre ycTaHOBKM KpUIITOIIpOBaiiiepa
Ilocne ycTaHOBKM KPUIITOIIPOBaKIepa Ha KOMIIBIOTED C:
- 32-pa3psaHOil onepallMoOHHOM cucteMoi B MeHIo «llyck» =>»IIporpamMmmbin=> «ABecT» MOSBIIAETCS
SpIIbIK porpammbl «Avest CSP Bel.
- 64-pa3psHOii omepannoHHO# cucteMoit B MeHI0 «Ilyck» =»llporpaMMbIn=> «ABECT» MOSBISIOTCS

SIpIIBIKU 64-paspsaHoit mporpammbl «Avest CSP Bel x64» u 32-pa3psiaHoii mporpammser «Avest CSP Bel»

3.2. YcraHoBKa KpHHTOHpOBaﬁHepa C UCIIOJIb30BaHUEM KOMaHIHOM CTPOKHU

[IporpaMMa MHCTaUIALIMK KPUIITOIPOBaiiiepa MojaJiepkuBaeT uurepdeiic komanaHon crpoku. C ero
MTOMOIUIBI0 MOKHO 3a/1aTh CIHMCOK HCIIOJIb3YeMBIX HOCHUTENeH M (ali-MCTOUHHUK SHTPONUH, YTO MO3BOJIUT
MHCTAJUIMPOBATh KPUNITONPOBAMIEp «HE MHTEPAKTUBHO», 0€3 0TOOpakeHHUsI OKOH «MacTepa yCTaHOBKH.

Jnis Toro yto OB HauyaTh MPOLIECC YCTAHOBKM KPHUMTONpOBaWepa «TUXO0», 0e3 OTOOpaKeHHs OKHa
MacTepa, Hy)KHO 3allyCTUTh C TUCTpHOyTHBa mporpammy «SetupAvCSPBel6.2.0.7xXx.exe, co creayoinmuMn

rapaMeTpamMu KOMaHIHON CTPOKU:
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Iverysilent - ycTaHOBHTH KPHITOIIPOBAWICP «HE MHTEPAKTHBHO», T.€. 0€3 OTOOpa)KeHWs Ha JKpaHe
OKOHHBIX HHTEP(EHCOB «MacTepa yCTAHOBKUY.

/entropy="mr060#1 (aiin 6ostee 64 GalT”’ — KCIOIB3YET YKa3aHHBINH (ai Kak HCTOYHHUK SHTPOIIHH, T.C.
orepaTopy He HaJ0 JBHraTh MBIIIBIO B Mpejeiax OKHa [yl cOopa ciydaiHbix naHHbIX (Pucynok 6 - Coop
CITy4aiiHBIX JAHHBIX JIJIS PETUCTPAIMs KPUIITOIIPOBaiiiepa).

s Toro, 4roObl 3a/1aTh CIIMCOK HCIIOJIB3YEMbIX HOCHTENICH, MOJJICPKKAa KOTOPBIX OJDKHA OBITH
yCTaHOBJIEHa, (BMECTO OKHa BbIOOpa HocHTened cM. Puc. 4) HEoOXoAMMO HpU 3aIyCKe HMHCTALIATOpA
yka3zaTh mapametp /devices. Ero ¢popmar:

/devices=dev1,dev2,dev3
3nech devl, dev2 u dev3 — nepeueHb HOCHTENICH, MOICHKAIIINX YCTAHOBKE.

MOXHO yKa3aTh B KOMaHIHOW CTPOKE KakK ITOJIHO€ HMMS HCIOJb3yeMOro Jajiee HOCHUTENSA, TaK |

KOpOTKOCYCHOBHOC0603HaquHe,HaHpHMep:

Ta6muma 1.
ITapameTp yka3aHus IIOJTHOTO UMEHU HOCUTEIIS [TapameTp yka3zaHus KOPOTKOIO IMEHH
HOCHUTCIIA
Avest Token avToken
Avest Token Remote avTokenRemote
Avest Token Strong avTokenStrong
Avest AvPass avPass
"MIFARE Std Card 4K" "MIFARE Std Card 4K"
Aladdin eToken (cuutbiBarens 0) eToken0
Aladdin eToken (cuuthiBaTens 1) eTokenl
Rainbow iKey1000/1032 iKey
Aktiv ruToken (cuutsiBaresns 0) ruTokenO
Aktiv ruToken (cuutsiBarens 1) ruTokenl
Dallas TouchMemory (iButton) nra COM1 iButtonl
Dallas TouchMemory (iButton) nra COM2 iButton2
Dallas TouchMemory (iButton) nra COM3 iButton3
Dallas TouchMemory (iButton) na COM4 iButton4
ACOS3 acos
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Hanpumep:
/devices=avToken,iKey,ruTokenO,ruTokenl,eToken0,eTokenl,iButtonl,iButton2, iButton3,iButton4

HepBbeI y1(a3aHHBII71 B CTPOKEC HOCUTECIIb 6y,I[eT HCIIOJIb30BATHCA 110 YMOJIYAHHIO.

3.3. PaGoTa ¢ okHOM MaHenu yrnpapieHUs KPUITOPOBaiepa

OKHO naHenu ynpaBJIeHUs KpUIITOIIPOBaiiiepa COCTOUT U3 2 3aKIal0K:
— «Hocureany,;
— «Bepcus».

Ha 3aknanke «Hocurenu» (cM. Puc. 7) orpaxkena uHpopmanus 000 BceX MCIOJIb3YEMbIX HOCHUTEISX,
KOTOpBIE NOAAECPKUBACT JaHHBIM KPUIITOIIPOBANIEP.

Ora 3aknaznka paszaeneHa Ha 2 okHa: «Vcnonbzyemble Hocutenu» U «KoHTelHepsl Ha BbIOpaHHOM
YCTPOMCTBEY.

Ha panHOW 3aiiazke NpeaycMOTpeHa BO3MOXHOCTb IMPOCMOTpA HOCUTENS JIMYHBIX KIFOUYEH.
Hamnpumep, BbiOpaB B BepxHeM okoinke «Mcnosnb3yembie Hocutenn» - Dallas TouchMemory (iButton) na
COM2, u naxaB Ha kHONKY «lloka3aTs/00HOBUTHY», B HMXKHEM oOKomike «KOHTeHHEephl Ha BBIOpAaHHOM
YCTPOICTBE» MOXKHO YBUIETh BCE KOHTEHHEPHI JINYHBIX KIFOUEH, HaXOsIIUecs Ha JaHHOM HOCHUTEJIE.

BebI Takke MOXKeTe yrpaBiATh KOHTEHHEpaMH JIMYHBIX KIIOYeld Ha HOCUTENE: YAAIATh, MEHATh MapoJIH,
MEPENMEHOBBIBATH KITFOUEBbIE KOHTEHHEPHI, TPOU3BOIUTH KOHTPOJIb HOCUTEIIS.

Ipumeuanue: Hocutenn HekoTOpbIX mpousBomutened, Hampumep, Aladdin eToken wumeror «imo
YMOJIYaHHI0» CcOOCTBeHHBIN maposb (mapoiab OC HOcHUTENs) C BO3MOXKHOCTBIO arapaTHON OJOKHUPOBKU
J0CTyHa K HOCHTENIO CPEICTBAMHM CaMOIO HOCHTENs IOCie€ HEKOTOPOro KOJIMYEeCTBa IOIBITOK BBOJA
HENPAaBWJIBHOTO NapoJisl (CM. TOKYMEHTALMI0 IMPOM3BOAUTENS). B cuily 3TOro Bce KOHTEMHEpHl HA JTaHHBIX
HOCHUTEJISIX JIMYHBIX KIIFOYEH HMEIOT OJMHAKOBBIA IMAapojb, TAaKOM XK€, KaK IMapojb CAMOr0 HOCHUTENA, a
KOJINYECTBO MOIBITOK BBOJIA MapoJIsl Ha IOCTYIl K KOHTEHHEPY OrpaHUYEHO MapaMeTpaMy HOCUTENS IPU €ro

¢dbopmaTupoBaHUU
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% Avest CSP Bel ==

HocuTenn | Bepcwa |

WMenonesyemoie

Mrma HocuTena -
Aktiv uToken (cuiteigaTens 0)

Aktiv uToken (cuvteisaTens 1)
Aladdin eToken [cuneieatens )
Aladdin eToken (cuvteiBaTens 1)
Avest AvPass

Awvest AvToken

Awest AvToken (remote)

Avest AvToken strang

Dallas TouchMemary (Button) Ha COM1

Dallas TouchMemary (iButton) Ha COMZ
Mizllae TrorhMarmane 60 dtanl oz COR

m

KoHTEHEDR! HE ERIGPEHHOM HOCWMTENE

Nokasate/ofHOBWTE |

Wran koHTelHepa | [NapameTpel Cepmadumrar

QK | Cancel

Pucynox 7 - 3aknaaka «Hocuremnuy»

g storo Hano B okouke «KoHTeliHEphl Ha BHIOpAaHHOM YCTpPOICTBE» BBIOpaTh KOHTEMHEP JIMUHBIX
KIII0Yel M IIEJIKHYB 10 HEMY NpaBoOil KiaBHILIEH MBIIIM BO BCIUIBIBAIOIIEM MEHIO BBIOpaTh HYKHBIH Bam
ITYHKT.

Ecnu nonp3oBaresnb He YBEPEH B COXPAHHOCTH CBOET0O MapoJisi K KOHTEHHEpY ¢ JMYHBIM KII0YOM, TO OH
MOKET CMEHUTH €TO0.

JleiicTBHs O CMEHE MapoJis K KOHTEHHEPY € JIMYHBIM KJIIOUOM:

1) Ha 3aknanke «Hocurenu» B okHe «KoHTeliHepHl Ha BEIOPAaHHOM YCTPOWCTBEY» BHIOpATh KOHTEHHED

JIMYHOTO KJIF04Ya, K KOTOpOMY H606X0}II/IMO CMCHUTDH MMapoOJib,
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2) lllenkHyB MO HEMy NpaBOW KJIABUIIEH MBIIIM BBI3BaTh BCILIBIBAIOIIEE MEHIO, B KOTOPOM BBIOpATh
IYHKT «CMEHUTD NIapOJIby,
3) B nmosBuBIIEMCs OKOIIKE TpeOyeTcs BBECTH TEKYIIMH I1apojib, HOBBI Mapoib M  €ro

noarBepxaenue (cm. Puc. 8).

'ﬁt CMeHa NnaponA KOHTEXHEPA il

TekyWwHA Naponk:
I***********

~HoBkIH Napons

HoERIF naponk:

nD,ﬂ,TBEpH{,ﬂ,EHHE H

| i
Ok I OTHEHS

Pucynok 8 - CMmeHa mapoJisi K KOHTEHHEPY C JTMYHBIM KIF0UYOM

IIpumeyaHus:

1. Hocurtenp nuuHbiXx Kimtodeir eToken umeeT mo ymondanuio mapoib or 1 g0 0. Bce koHTeliHepsl Ha
HOCHTEJIe JINYHBIX KITfoueii € TOKeN nMeroT 0JMHAKOBBIH MapoJib, TAKOH K€, KaK Mapojib CAMOTO HOCHUTEIS.

2. CMeHa mapossi K HOCHTEIIO JIMYHBIX Kirodeld €TOKen momkHa MPOW3BOAMTHCS TONBKO C TOMOIIBIO
kpunronpoaiiaepa AvestCSPBel, eciin ipu cMeHe maposis OyayT MCIOJIb30BAaThCS aHAJOTHYHBIE CPE/ICTBA
ot Aladdin sTo mpuBeIeT K HEBO3MOKHOCTH JAJIbHEHINEr0 HCITOIB30BaHMS JAHHOTO HOCHUTEIIS.

3. Jlna Hocutens AvPass cMeHa maposisi TpOU3BOIUTCS HE K OT/ACIBHOMY KOHTCHHEpPY, a cpa3y KO BCeMy

HOCHUTCIIIO.

Jlns TOro, 4yToOBl CMEHUTH MapoJib I HocuTeds €TOKen HykHO Ha 3akianke «Hocurenm» B OKHE
«Hcrnonb3yeMble HOCUTENN» BBIOPAaTh HOCUTENb JTMYHOTO KJII0Ya W XPaHSIIUKCI HA HEM KPUITOKOHTEIHep,
Mapojb Ha JOCTYI K KOTOPOMY HEOOXOAUMO CMEHHTb.

[llenkHyB MO HEMy MpPAaBOW KJIABHUIIECH MBI BBI3BATh BCIUIBIBAIOIIEE MEHIO, B KOTOPOM BBIOPATh IMYHKT
«CMEeHUTh MapoJiby. B mosBUBIIEMCS] OKOIIKE TpeOyeTcsl BBECTH TEKYIIUN TMapojb, HOBBIA Mapojb U €ro

MMOATBCPIKACHUC.
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st Toro, 4ToObl MEpPEMMEHOBATh KIIIOYEBOH KOHTEWHEp HYXKHO Ha 3aknanke «Hocurtenn» B OkHE
«Vcnonp3yeMble HOCUTENN» BBIOPAaTh HOCHTENb JIMYHOTO KITI0Ya U XPaHSIIUICS Ha HEM KPUITOKOHTEHHE,
Ha3BaHUE KOTOPOro HEOOXOIUMO U3MEHUTb.
Heo6x0anMo 1enKHyTh 10 HEMY NpaBOi KJIaBUILEH MBIIIH, BbI3BaB KOHTEKCTHOE (BCILIbIBarolee) MeHI0. B
HeM BbIOpaTh NyHKT «llepenmenoBatb». B cTpoke penakTUpoBaHHMsS HaNKMCaTh >KEJIaeMOE Ha3BaHUE
KPUIITOKOHTEHWHEPA U IOATBEPAUTD IEPEUMEHOBAHUE B ITOSIBUBIIIEMCS OKHE.

Ecnu ceptudukar oneparopa 3amnucad B KOHTEHHEp JTUYHOTO KJII0Ya, TO €r0 MOXKHO MPOCMOTPETh WIIH
UMIIOPTUPOBATE.

BxiItoueHHBIN IYHKT BCIUIBIBAIOLIETO MEHIO «KOHTpOJIb HOCUTENA» O3HA4aeT, 4TO KaXAbId pas, IpU
OOpalieHn K HOCHUTENIO JIMYHBIX KIIOUeH oreparopa, OydeT MpOBEpsSThCS HAMYKMe BCTABICHHOTO B
CUMTBIBATEIIb HOCUTEIS JINUHBIX KIIFOYEH olepaTopa.

B Bepxnem okHe «Mcnonezyemble HocuTenu» 3aknanku «Hocurenm» MOXHO IPOCMOTPETh

I/IH(bOpMaI_[I/IIO O perucCTpanm JaHHOT'O HOCHUTCIIA.

3.4. Peructpauusi HOCUTENs

Jnsa  perucrtpauuu HocuTenss HeoOxonumMo B oOkHe «lcnonb3yemble HOCHUTENU» BBIOpATh
UHTepecylomuil Bac HocuTenb U 1IENKHYB M0 HEMY NPaBOl KJIaBHUILIEH MBI BbI3BATh BCILIBIBAIOILEE MEHIO.
Ecnu Bo BeruibiBaromeM MeHI0 BbIOpaH MyHKT «MH(popMmanus o peructpaum», To MOsSBUTCS OKOILIKO, B

KOTOPOM OTpakeHa HHPOPMAIIKs O perucTpanun Hocurens (cm. Puc.9).

fﬁ MudopMaL KA 0 pErMCTPaLiHH ﬂ

HOCHTERE Z3pErMcTRHMPOESH,
HhOpMALKA 0 PEFHCTRALHK (AHILEHZHK )

Homep nFueHzkA; 0111-5-0001
Tun HockTenA: Rainbow iKewy1000
CEpHAHBIA HOMER: S6510001000002F0

Pucynok 9 - Undopmanus o perucTpanuy HOCUTENS

Ecnu HOCHUTEH HE 3apCTrUuCTPUPOBAH, TO IMOABUTCA OKHO «PCFI/ICTpaIII/IS[ HOCUTCIIA.
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x

BriBpaHHEIA BamMk HoCHTENE (Avest Token s/n AYT2050060001) He
Z3PErHMCTPHPOBSH,

PErMCTRaLHA NPOMSEDAMTEA B ABA 3TaMa:

- (hOpMHMPOESHKE SEMPOCS HA PErMETRAELMED

- 0BpaboTka OTEETA HA 3aNPOC [C0XPAHEHHME NMUEHZHOHHOMD HOMERS HA
HOCHTENE

BrIOEDHTE ¥ENaEHDE AEHCTEHE

(% POpMMPOEBAHHE SANPOCA HA PETMCTPAUMHE

" OBpafioTka OTEETA Ha 3anpoc

< Hazaa I Hdanee = I OTHEHS

Pucynok 10 - Peructpanmst Hocutens. Beibop neiicTus.

B 3TOM OKHe HY)XHO Ha)kaTh KHONKY «Jlanee». B cnenytomem okHe HykHO BBecTH PIN-Kko1, KOTOPBII

IIOCTAaBJIICTCA BMCCTC C KpHHTOHpOB&ﬁI{GpOM «ABCCT», 1 Ha>XaTb «I[anee».

x

AnA fopMMpOEaHMA SaNPOCa HA PETMCTPAUKMHD HOCHTENA
HeafxoAmMo BEECTH PIN-K0A aKTHESLHH NHULEHSHOHHOMD
HOMERa,

BeeanTe PIN-KO04 aETHEALMH:

< Back I Mext = I Cancel

Pucynox 11 - Peructpamnust Hocutens. Beog PIN-kona mist aktuBammm.
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Jlaniee MOSIBUTCSI OKHO, B KOTOPOM OyJIeT TOKa3aH Ball 3alipoc Ha PErHCTPALUi0. DTOT 3alpoc HYKHO
CKOITMPOBATH U OTIPABUTH 110 3JIEKTPOHHOI noute token_reg@avest.by.

x

Sanpoc Ha perkcTpauHi HookuTenA "Disk drive sfn D3C35848"
YCMELWHD ChOpMHpOEEH.
Tenepk ero HeobxoAMMO NOCNaTeE Ha obpaboTiy.

3anpoc Ha PErHCTPALMHD:

< Bach:

Zancel |

Pucynok 12 - Peructpanust Hocurens. Conepkanue 3ampoca.

[Tocne 5TOro Ha SNEKTPOHHBIN AWK TPUAET OTBET. HyKHO OTKPBITH OKHO KPHUIITONpOBaijaepa,
IIETKHYTh Ha HOCUTENE MPABOM KHOMKOW MBIIIH, 3aTeM BbIOpaTh MYHKT «MH(OpMalus o peructpaiumy u
MOSIBUTCSI OKHO «Perucrparusi HOCUTENsA», B KOTOPOM HY>KHO BbIOpaTh «OOpaboTka OTBETa Ha 3ampoc» U
HaxaTb «/lamee».

Jlanee, B mosiBUBIIIEECS OKHO, HY>)KHO BCTaBHTh OTBET, MPUIIEIIINIA MO 3JIEKTPOHHOM MOYTE U HAXKATh

«3aBepLINTDY.

3.5. Kontposs kpunromnpoaiiaepa AvCSPBel

JInst KOHTPOJISE IPOTPaMMHBIX KOMIIOHEHTOB Kpumtompoaiigepa AvCSPBel ucnons3yrores cpeictsa
KOHTPOJISl, MHTETPUPOBAHHBIE B KPUNTONPOBaiiep U AOCTyMHbIe onepaTopy ¢ nomouisto GUI-unTepodeiica
KpUNTONpoBaiiaepa B 3akianke «Bepcus». JlaHHas 3akiagka CcOCTOMT M3 KHONKH «OOHOBIEHHE
perucTpany KOMIIOHEHTOB CHCTEMHOM peecTpe» u 2 okoH: «MHbopmamus o mpoaykre» U «Bepcum
KOMIOHEHTOB» (cM. Puc. 13).

OxkHO «wHpOpMaLUs O MPOAYKTE» COAEPKUT JaHHbIE O HA3BAaHWU W BEPCHUU KPUITONpOBaiinepa

AvVCSPBel, a Taxxe KOHTaKTHYIO HHpOpMAIIKIO pa3padOTUHKA.
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Knonka «OOHOBHUTH PErHCTPAIIMI0 KOMIIOHEHTOB B CHCTEMHOM DPEECTpe» MPOU3BOIHUT JICHCTBUSA IO
perucTpanyy KOMIIOHEHTOB KpPHUIITOIIPOBaiiiepa B PEECTpe, aHAIOTHYHBIE TEM, YTO BBINMOJIHSIOTCS MpPU
uHcTauAnuu. C e€ ImOMOIIBI0 MOXXHO BOCCTaHOBHUTH Pa0OTOCIIOCOOHOCTh KPUIITONIpOBaiifiepa B cilydyae
HEKOPPEKTHOI0 OOHOBJICHUS UM YAAJICHUs CBSI3aHHBIX C KPUIITOIIPOBANHIEpOM KOMIIOHEHTOB TOM WJIM MHOU
npukiagHoit CK3U.

Oxno «Bepcuu KOMIIOHEHTOB» COJCPXKHT CIHCOK OCHOBHBIX CHCTEMHBIX OHMOIMOTEK, a TaKxke
OnOIMOTEK, BXOIAIIMX B cOCTaB kpuntonposainepa AvCSPBel ¢ yka3anumem ux Bepcuil M KOHTPOJIBHBIX
XapaKTEPUCTHK B BUjIe Xd1-3HaueHuni cormmacao CTh 34.101.31-2011.

JlaHHbIe cpelcTBa KOHTPOJISI MpEeAHa3HAYEeHbl sl KOHTPOJS BEPCUIl M IEOCTHOCTH MPOTrPAMMHBIX
KOMITOHEHTOB Kpurtonposaiinepa AvCSPBel oneparopoM myrem BH3yallbHOIO CpaBHEHHUS XdII-3HAUYCHHH,
0T0Opa’kaeMbIX B OKHE C 3TAJIOHHBIMH 3HAYCHHUSIMHU.

OTaJIOHHbIE 3HAYEHUSI MOTYT OBbITh MOJYYEHbI IyT€M KOIUPOBAHMS X3II-3HaYEHUN U3 JAHHOTO OKHA U
coxpaHenust B (haitn cpasy mocie ycraHoBku kpunronposaiinepa AvCSPBel ¢ noBepennoro Hocurens, 1160
mo 3ampocy y paspaborumka kpunromnpoBaiigepa AvCSPBel, nubo wHa caiite paspaboTunka

kpunromnpoaiinepa AvCSPBel.
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[ @ Avest CSP Bel )

Hocurtenu Bepowus

MHpoprMaLwma o npoaykTe:

Hazsanwe: Avest CSP Bel v6.1.0.723
Paspabomu: AVEST plc.

Bonee noppofHaA MHDOPMAELYAA Mo aApecy:
http:#fwww avest by/crypto

DEHOBMTE PErMCTPALMD KOMMOOHEHTOE B CUCTEMHOM DESCTDE

BEDCHH KOMMOHEHTOE

Mogyne Bepcun KoHTpONEHEA XEpaKTEpMCTE
AvCSPrdl 6.1.2.6014 AB15FFSE 17176220 AG14E
AvC5PrBase.dll 6.1.2.6013 46422303 47380025 23674
AvToken dll 1.1.0.69 GDEAD4GA DB2B5955 BAB1
ave.dl 1.1.05 16F4658A 653416E2 53062
AvSSPc dl 6.1.2.1455 861ADYIE 53E9BEDE 8258
AvCSPCmn dll 6.1.2.993 8BASDDDE C2D70B45 DAS
advapid2.di 6.1.7601.18247 EF94425F FR20CES0 EZB3A
crypt32.dll 6.1.7601.18277 TESF25BE B54BTS58 EDLT/
inetcomm.dll 6.1.7601.17609 EE0AZTR SBEROZIE BT15
secur3Z di 6.1.7601.18496 9619CCE3 YBAB167A 5D66
schannel.dil 6.1.7601.18439 7OFBSYDF BFEEGESE DE3T
sspicl.dll 6.1.7601.18456 BBB3332F 2657678A BB
benypt di 6.1.7600.16385 0BDB7AAM 63430CD6 GEEL
AvCNG dll 6.1.2.608 T125FEAB D0480614 46231
1 | 1] 3

oK | OmaeHa

Pucynok 14 - 3aknagka «Bepcus»

3.6. CoobieHue oneparopy

Kpunromposaiinep AvCSPBel Bbimaer coobuieHusi omnepatopy myTeM OTOOpakeHHsh HH(GOPMAIUU O
COCTOSIHUH TIPOTPpaMMHBIX MotyJei u cogepkumoro HKU, BeiBomnmoii B GUI-unTepdeiice mporpamMmel.

[Ipn BO3HMKHOBEHHHM OIIMOOK cooOImIeHust omeparopy BbyiaroTcs B cpene GUI-unTtepdeiica myrem
BbIBOJIa OKHa C uHGpopmauueir o0 ommOke. [Ipu BzaumoneiictBuun ¢ mnpukiagasiM [1O cooOmenus

BBI3BIBAIOLIIEMY IPOrPaMMHOMY 00€CIIeueHHIO BO3BpAIAIOTCs B BUJIE K0J0B Bo3Bpata MS CryptoAPI.
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4. MEPBI BE3OITACHOCTH

JlaHHbBI pa3fen CONCPKUT PEKOMEHIyeMble TpeOoBaHUs oOecrieueHuss Oe30MacHOCTH IOCTaBKH,
YCTAaHOBKM W JKCILTyatanuu kpunromnposaiinepa AvCSPBel, koTopeiM NODKHEI clieoBaTh NOTpEOUTENN B
poriecce MpuoOpeTEHHs U UCIIOJIb30BaHus KpunTonposaiiaepa AvCSPBel.

Jlannble TpeOOBaHMsI HAIIPABJICHBI HA JJOCTUKEHHE CICAYIOIINX LEIei:

— TOpeaynpexJeHWe HapyLICHUH UEeJIOCTHOCTH U MOJJMHHOCTH HPOrPaMMHBIX KOMIIOHEHTOB
kpunromnposaiigepa AvCSPBel,

— o0ecnedeHure 3aUThl KpUNTOrpapuuecKkux Kirouel U JaHHBIX MOTPEOUTENS OT KOMIPOMETAIIHH;

— o0ecrieueHne HaJISKHOTO (PYHKIIMOHUPOBaHUs Kpuntonposaiinepa AvCSPBel.

4.1. Mepbl 6€3011aCHOCTH TIPH ITOCTAaBKE

[lepenaua mporpamMHoro obecneuenus kpunrtonpoaiaepa AvCSPBel (manee - T10) morpeburento
MOXET OCYIIECTBIATHCS CICTYIOUIMMH CIIOCOOaMHU:

— mepenava NOTPEeOUTEI0 KOMITAKT-AKCKa ¢ 3anmucaHHbM [10;

— 3amuck [10 Ha HOCHTENH MOTPEOUTEIIS TIPH OYHOM SBKE YIOTHOMOYEHHOTO JIMIIA Ha TIPEIIPUSITHE;

— TMepechUlKa IO 3JCKTPOHHOH IMouTe (JOMyCKaeTcss B OTHENBHBIX CIIydasXx, IpPU TECTOBOW

skcruryatanuu 110, m1ubo npu HeoOxoaumocTu o6HoBieHus [10).

Bo Bcex maHHBIX ciaydasx Ui 3alUThl OT HECAaHKIMOHUpoBaHHON Moauduxanuu 1O B mpouecce
noctaBku [10 10 moTpebuTesst NPUMEHSIOTCS CIeIyIoIue Mepbl 0€30MacHOCTH:

— TIpeiacTaBUTENb MOTpeduTens B mpouecce noiydeHuss I1O B3auMoneicTByeT ¢ KOHKPETHBIM
cotpyanukom 3A0 «ABECT», ynonHomodyeHHbIM Ha niepefauy [10, mpu 3ToM mpeacTaBUTeNb NOTpeOUTENs
JOKYMEHTAJIbHO MOJITBEPKIAET CBOU ITOJTHOMOYHS;

— mno cornacoBanuto ¢ norpedutenem 3A0 «ABECT» mpenoctaBnseT mepedeHb MPOTrPaMMHBIX
KOMIIOHEHTOB [1O ¢ yka3zaHWeM STaJIOHHBIX 3HAYEHHWU BEPCUN U KOHTPOJIBHBIX XapAaKTEPUCTHUK B BUJIE XOIII-
3HaYeHUH, BbIPaOOTAHHBIX OT (QaillloB NMPOrpaMMHBIX KOMIIOHEHTOB B COOTBETCTBUU CO CTaHIApTOM
Pecny6onuku benapyce CTB 34.101.31-2011 HMudopmanuoHHbIe TEXHOJOTHH. 3aluTa HH(GOPMAIHH.
Kpunrorpaduueckue aaropuTmsl muppoBaHUs U KOHTPOJIS LIETOCTHOCTH;

— mno cornacoBanuto c mnorpedutenem 3A0 «ABECT» mnpenocraiser, npu HEOOXOIMMOCTH,
NOTPEOUTENI0 TECTOBYIO YTHJIUTY, IO3BOJISIOUIYI0O TOMY CaMOCTOSTENBHO BBIYUCIUTH XJII-3HAYECHHUS

MOJIyYE€HHBIX TPOrpaMMHBIX KomroHeHToB [10;
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— IIO conepkuT MeXaHU3MBbl, YKa3aHHblE B JJAaHHOM JIOKyMEHTE MO3BOJIIOIINE MOTPEOUTEINIO

KOHTPOJUPOBATh BEPCUHN U TCKYIIHUE XOII-3HAYCHUS IIPOTrPAMMHBIX KOMIIOHCHTOB I10.

ITpu nonyuenun norpeduteneM IIO, B cimydae, korna oH He 3ampammBain ero y 3A0 «ABECT»,
HeoOXxoauMo cBs3aThes ¢ coTpyaaukamu 3A0 «ABECT» (koHTakTHas nHGOpMAIIHs Pacroio’KeHa Ha canTe
npeanpustast http://www.avest.by) u yrounuts akt ornpasku I10O B cBoit aapec. Ilpu moaTBep:KacHUH
ornpaBku [1O, morpeOuTens MOMKEH BBIIICYKAa3aHHBIM CIIOCOOOM TPOKOHTPOJIUPOBATH COOTBETCTBHUE
Bepcuil U nenoctHocTh noxydeHHoro I1O. Ilpu orcyrctBum moarepxiaeHus or 3A0 «ABECT» ¢axkra

OTIIPAaBKH HO, HOTpe6I/ITCJ'II> HAOJIKCH BO3ACPIKATHCA OT UCIIOJIB30BAHUS ITOJYICHHOT'O I10.

4.2, MepH 0e30macHOCTH IIpU YCTAHOBKE U SKCILITyaTallun

VYcranoska I10 na IIDBM mnotpebutens noikHA NPOU3BOAUTHCS B COOTBETCTBUU C JaHHBIM
pykoBoAcTBOM. [Tpu 3TOM 1OMIKHBI OBITH OOECIIEUEHBI CENYIOLINE YCIOBUS:

— Tepel YCTAaHOBKOM JTOJDKHA OBITh MPOM3BEACHA MTPOBEPKA X3II-3HAYCHHS YCTAHOBOYHOTO (aiiina [10
COIJIACHO MPOIelype, YKa3aHHOM B MPEAbIAYIIEM pa3/ielie JAHHOTO JOKYMEHTA;

— ycranoBka [IO pmomkHa TPOU3BOAUTHECS — YIIOJIHOMOYEHHBIM —COTPYIHHKOM IOTpeOuTes,
O3HAKOMJICHHBIM C JJAHHBIM JIOKYMEHTOM H BBITOJHSIONUM 00S3aHHOCTH aIMUHHCTPATOPA;

— Ha [IOBM npennaznadenHodt st ycrtaHoBkdM [1O  [OMKHBI OTCYTCTBOBaTh BPEJOHOCHbBIE
pOrpamMMsbl («KOMITBIOTEPHBIE BUPYCBI», «PE3UACHTHD», «OTJIAAUUKNY», «KJIaBUATYpHbIE HIMTHOHBI» U T.1.);

— mnocne ycraHoBku [1O, otuyxknaembii Hocutenb (komnakT-auck CD-R) ¢ sTanmoHHBIM
ycTaHOBOUHBIM (aiisioM [1O 1 3TanoHHble X3II-3HaYEeHUs! TPOrPaMMHBIX KOMIIOHEHTOB (CM. 1. 3.5) JOJKHBI
OBbITh MOMEIIECHBI B 0€30I1aCHOE XPAaHMIHUILE, JOCTYI K KOTOPOMY JOJDKEH MMETh TOJIBKO YHOJIHOMOYEHHBIH

MIepCOHAI MOTPEOUTES.

Okcmnyatauusa 10 Ha I[I9BM notpebutens TomKHAa MPOU3BOAUTHCS B COOTBETCTBUU C JaHHBIM
PYKOBOJCTBOM. IIpu 3TOM JOIKHBI OBITH 0OECTIEUEHBI CIICAYIOLINE YCIOBUS:

— COTpPYyIHHK, 3kcrunyaTupyomuil [10 gomkeH ObITh MpeaynpexaeH O IpakJaHCKOW, MpaBOBOH U
(uHAHCOBOW OTBETCTBEHHOCTH, BO3JIaraéMoil Ha Hero mnpu ucnoib3oBaHuu [0 B MHPOpPMALIMOHHBIX
cucTeMax 3JIEKTPOHHOIO TOKYMEHToo0opoTa, obecneunBatomux cpeactsamu I10 snekTpoHHyr0 Hu(ppOBYIO
MOJINKCH B COOTBETCTBUU ¢ 3akoHOM Pecnybnuku benapych «O0 3leKTpOHHOM JTOKYMEHTE» MU B MHBIX

CIIydasx,


http://www.avest.by/
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— qns skcruryataunu [1O  noimkHa uMCHoONIb30BaThCs, MO BO3MOYKHOCTH, BblAeneHHas [IOBM c
YCTQHOBJICHHBIM Ha HEH JIMIIEH3MOHHBIM CHCTEMHBIM U IPHUKIAJHBIM I[POIPAaMMHBIM OOECIEUEHUEM U
TOJIKO HEOOXOMMBIM I10 TeXHOJIOTUH Hcmonb3oBanus [10 B nHpopMaimoHHON cucTemMe moTpeOuTens;

— II9BM npennazHadueHHass mis dkcriyaranud 110 gomkHa OBITH 3alllMIEHa OT «3aKJIaIoKy,
«KOMITBPIOTEPHBIX ~ BHUPYCOB», HECAaHKLIMOHMPOBAHHOI'O HW3MEHEHHS CHCTEMHON0 M  IPHUKIAJHOIO
MPOrPaMMHOTO O0eCTIeueHus,

— moboe u3MeHeHHue (peKOH(PHUIypHpOBaHWE, JIOMOJIHEHHE M T.J.) CHUCTEMHOTO W MPHUKIATHOTO
nporpamMmHoro obecrneuenuss [I9BM 1nomkHO OBITH COTJIACOBAaHO C YHMOJHOMOUYEHHBIM COTPYIHHKOM
oTpeOuTENs, BHIIOIHSIOIUM 00s13aHHOCTH aIMUHUCTPATOPA;

— COTPYIHUK NOTpeduTeNs, skctyarupyromuii [10 nomkeH n3ydnTh JaHHbIN TOKYMEHT;

— HKWU, conepxanue muunbie kmoun DI n mudpoBanus, B OTCYTCTBHE padOThI C HUMU JTOJKHBI
XPaHUTBHCSA B HAJEKHOM XPaHWIMUIIE, JOCTYNl K KOTOPOMY HMMEIOT TOJIBKO YIIOJTHOMOYEHHBIE COTPYIHHUKH
notpebutens. [lapons Ha noctyn k nanHbIM Ha HKU nomkeH XpaHuThes B TaifHe. 3amperiaercs: coo0maTh
KOMY-JIn00 3HaueHue mapoJist. [Ipu cmene cotpynnuka, padoratomero ¢ HKV, HOBBII COTpyAHUK B IEPBYIO
ouepeab TODKEH CMEHUTh n1apoib Ha goctyn K HKU u xpanuTs ero B janpHelnieM B TalHe;

— B Ipoliecce dKcIuTyartanun 3amnpemniaercs nepenaBate HKU, conepxkamue nmuunbie kioun DIT u
mmdpoBaHus, MIOCTOPOHHUM JiniaM, octaBisite HKU 6e3 nmpucmoTpa;

— OTBETCTBEHHOCTh 3a coxpaHHocTh HKU m coxepkamumxcs Ha HEM JaHHBIX HECET COTPYIHUK
notpeburens, padoraroumii ¢ HKH;

— gpoctyn k [I9BM c ycranoBneHHsiM IIO nomkeH ObITh OrpaHWYEH M Pa3pelIeH TOJBKO
YIIOJIHOMOYEHHBIM Ha padoty ¢ I1O coTpynHukam notpedburens;

— cpeactBamu OC MS Windows nomkHa ObITh oOecriedeHa ayTeHTHU(UKalUs MOJIb30BaTeNsd MpU
3anmycke OC, a Taxoke ayIuT coObITHi, cBs3aHHBIX ¢ [10 (3amyck 10, ytenue-3anuch (aiinoB u ganHsix 110,
XpaHAwmxcs Ha kecTkoM aucke [I9BM);

— IIpH NPOBEJEHUU PEMOHTHBIX M MpodunakTudeckux padbot II9BM, Ha kotopoii ycranosneHo 10
JOJKHBI IPUHUMATBCS OpraHU3allMOHHBIE MEPBI M UCIIOJIb30BaThCSl TEXHUUECKUE CPEICTBA IS UCKIIIOUEHUS
HECAHKIIMOHUPOBAaHHOTO noctyna K [10;

— ocMoTp U peMoHT IIOBM mnpencraButensMu CTOPOHHMX OpraHu3aluil MPOBOAATCS TOJIBKO MOJ
Ha0JI0/IEHUEM YITOJIHOMOYEHHOTO COTPYIHUKA MTOTPEOUTENS;

— mnepegaya [IOBM 18 pemMoHTa B CTOPOHHME OpraHU3allMM IPOU3BOJAUTCA TOJIBKO IOCIE

JIEMOHTaXka HaKOIUTEsI Ha )KecTKoM MarHuTHOM jaucke (HXKMI);
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— pemont HXKMJI, Ha KOTOPOM HHCTAJLIMPOBAHBI MpPOrpaMMHble KOMIOHEHTHI [10, mpousBoauTcs

TOJIBKO Tociie yHuuToKeHus Ha HeM [10 myrem dhopmatupoBanms HXXKM/I.

B cinydae BO3HHMKHOBeHHsT OIHMOOK I cOoeB B pabore IIO ymOTHOMOYEHHBIH COTPYIHUK
NOTpeOUTENS, BHIIOIHAIOUMUHN POIb aIMUHUCTPATOPA JOJKEH:

1. CpaBHUTH BepcMM M XJII-3HAYEHUs MPOrPAMMHBIX KOMIIOHEHTOB Hcnosub3yemoro IIO ¢
STaJIOHHBIMU. B cilydae HecoBmaseHUs: COOOIIUTH CBOEMY PYKOBOJCTBY, CBSI3aThCS C OTJIEJIOM MOJIEPKKU
3A0 «ABECT» (xonTakTHass mH(MOpMalus pacrojiokeHa Ha caite mpeampustus http://www.avest.by) u
JeCTBOBATh B COOTBETCTBUM C PEKOMEHIALUSMH COTPYAHUKA OT/IeJIa TOIEPIKKHU;

2. Yo6enutbes B pabotocniocoOHocty [I19BM, ee anmapaTHbIX U IPOrPaMMHBIX CUCTEM;

3. IIpoanamusuposats xxypHaisl ayaura OC;

4. Tlpu He0OXOAMMOCTHU MPOBECTH MPOLEAYPY «Oe3omacHoro BocctanoBieHus» [10 (cMm. Huxe);

5. B cinyyae HEBO3MOXKHOCTH BBIIOJHEHMS IMPOLENYphl O€30MaCHOI0 BOCCTAHOBIIEHMS, MPEKPATUTD
skcrryatamuio  [1O, cBszatbes ¢ otmenom mnogaepxkku 3A0 «ABECT» (konTtakTHas wuHpOpMAIHs
pacrioyio)keHa Ha caiite npeanpusTus http://www.avest.by) wu geiictBoBaTh B COOTBETCTBHH C

PEKOMEHJAMAMU COTPYAHUKA OTJIENA MOAIEPKKH.

[Tpouenypa «be3zonmacHoro BocctaHoBineHus» 10 3akmtouaercs B nepeuncramisanuu [10 Ha I[19BM ¢
Hocutens (kommakT-auck CD-R) ¢ atamonHbiM ycranoBounbiM (aitnom T1O. Tlpu 3TOM pekomeHmyeTcs
IIpeIBApUTENILHO MPOBEpUTH paboTocriocodHocTh IIOBM 6e3 ycranosnennoro Ha e [10.

IIpumeuanus:

1. BsaumopeiictBue c¢ otaenom mnogaepxkku 3A0 «ABECT» mo Bompocam O3KCIUTyaTallu
nporpamMmHoro obecriedeHuss 3A0 «ABECT» BO3MOXXHO Tpu YCIOBHH 3aKJIIOYEHMS TOTpeOUTEsIeM
norosopa ¢ 3A0 «ABECT» Ha conpoBosx/ieHne nporpaMMHbIX npoaykToB 3A0 «ABECT».

2. TlorpeOutens, momyuuBmierd mporpammuoe obecneueHne 3A0 «ABECT» Ha 3akoHHBIX
OCHOBAaHHUSAX OT TPEThEH CTOPOHBI, IO BONPOCaM 3KCIUIyaTallud MporpamMmHoro obOecrneuenus 3AO0

«ABECT)» nomxken obpamiatbes B OpraHU3aluio-mocTapiuka nporpaMMuoro ooecrneuenust 3A0 «ABECT».


http://www.avest.by/
http://www.avest.by/
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5. COKPAII[EHMS

HKMU — HocuTenp Kir04eBoit nHpopManuu;

OC — onepalOHHAs CUCTEMA;

I1O — nporpamMmHOE 0O€ecCTICUCHHE;

[I9BM — nepcoHalibHas 3JEKTPOHHAS! BHIYUCIUTEIbHAS MaIlIMHA;

OUIT — >nexTpoHHAas UPPOBast MOANUCH.
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Jluct peructpanui ”3MEHEHU

Howmep nucroB (ctpanuir)

HUsm

U3z-
Me-
HEH-
HBIX

3aMeHeH-
HBIX

HoBreix

Anny-
JIUpo-
BaHHBIX

Bcero
JTUCTOB
(cTpanui)

B
JOKYMCHTC

Ne

JIOKYMEHTa

Bxonmsammuii
Ne
COTIPOBOIH-
TEIBHOTO
JIOKYMEHTA 1
Jara

IMon.

Jara




